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WHAT IS Al GATEWAY?

Al Gateway is a WordPress plugin that turns your site into an MCP server — a single authenticated
endpoint where Al agents can read your site’s data and take approved actions through structured,
permission-checked tools. MCP (Model Context Protocol) is the open standard that Al clients such as
Claude Desktop, Claude Code, and Gemini use to work with external systems.

There are two ways to use it — together or independently:

Power Al Concierge on this site. Al Concierge’s LatePoint Booking, Jira Support, and EDD Licensing
personas take real action — booking appointments, creating tickets, looking up orders — by calling Al
Gateway'’s tools. If Al Concierge is installed, Gateway tools appear in its discovery automatically.
Serve external Al clients. Claude Desktop, Claude Code, Gemini, or a custom agent can make
authenticated, structured requests to your WordPress data from outside the site — EDD customers and
licenses, Jira tickets, WooCommerce products and orders, LatePoint appointments.

Al Gateway provides the safety boundary: HMAC-signed Bearer tokens for authentication, a four-tier
security model for authorization, and WordPress’s own current user can() checks for capability
enforcement. Write and destructive actions are never registered as tools and cannot be enabled by any
setting.

When to Use This Plugin

* You want Al Concierge’s LatePoint, Jira, EDD, or WooCommerce template personas — these require
Al Gateway.

* You want an external Al client (Claude Desktop, Claude Code, Gemini) to query your WordPress site
over MCP.

* You’re building a custom Al workflow against WordPress and want a pre-built auth + tier-enforcement
layer instead of rolling your own.

* You ship a WordPress plugin and want its capabilities to participate in the agentic ecosystem —
register a provider and inherit the full security model.

PRE-FLIGHT CHECK

Before You Start



WordPress 6.0 or later (6.9+ recommended for the built-in Abilities API)

PHP 7.4 or later

HTTPS enabled on the production site (localhost HTTP is fine for development)

Administrator access to the WordPress dashboard
The s2w-ai-gateway.zip plugin file

EDD provider) Easy Digital Downloads installed and configured

Jira provider) A Jira API token from id.atlassian.com — Manage profile — Security — API tokens

WooCommerce provider) WooCommerce active with at least one product

Calendly provider) A Calendly Personal Access Token from your Calendly account
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(LatePoint provider) LatePoint active, with at least one service defined
(
(

Acuity provider) Your Acuity Scheduling User ID and API Key from Acuity’s integration settings

INSTALLATION — STEP BY STEP

Upload and Activate the Plugin REQUIRED

Go to Plugins — Add New — Upload Plugin. Select s2w-ai-gateway.zip, click Install Now, then
Activate Plugin. Al-Gateway appears in the WordPress admin sidebar with three sub-menus: Settings,
Tools, Diagnostics.

@ Dashboard
WordPress 7.0.2 is available! Please update now.

A Posts

0] Media Add Plugins
M Pages

® Comments

a If you have a plugin in a .zip format, you may install or update it by uploading it here.
Al Navigator

" Al Concierge

Browse... | No file selected. Install Now

Insta

Add Plugin

& Users

Plugins — Add New — Upload Plugin

STEP

2

Verify the Installation REQUIRED

Go to Al-Gateway — Diagnostics and open the System Status tab. Confirm two things:

e HTTPS shows a green Active badge (on a production site)
* Gateway Status shows a green Enabled badge

The tab also lists your WordPress and PHP versions and an Active Tools row with counts per security tier.



Note: All Zeros Under Active Tools Is Normal Right Now

Tools appear only after you configure a provider in Step 3. On a fresh install, Tier 1: 0 Tier 2: 0
Tier 3: 0 means the gateway is waiting for its first provider — not that something is broken.

@ Dashboard
WordPress 7.0.2 is available! Please update now.

f Posts
0] Media Al-Gateway Diagnostics

W Pages Tool Tester System Status Debug Log Abilities Tester External MCP

® Comments

Q Al Navigator System Status

¥ A-Gateway WordPress Version 7.01

Settings PHP Version 8.0.30
Diagnostics

HTTPS Active
Tools

Gateway Status Enabled
%@ Al Concierge

Active Tools Tier1: 0 Tier2: 9 Tier 3: 0
» Appearance

No IPs are currently locked out.

K¢ Plugins @

Token Management

& Users

& Tools Username or Email Enter username or email ‘ Revoke Tokens

Settings

& LatePoint

Al-Gateway — Diagnostics — System Status tab

STEP
3 Configure At Least One Provider REQUIRED

Al Gateway does nothing useful without a provider. Every provider is configured from Al-Gateway —
Settings — each has its own tab. Set up the ones that match your site:

 EDD — if you sell digital products with Easy Digital Downloads. On the EDD tab, paste your EDD API
key and token (generate them at Downloads — Tools — API Keys) and click Save. Use the Test
button to confirm the connection.

e Jira —if you use Jira for support. On the Jira tab, enter your Jira domain (yourcompany.atlassian.net),
account email, API token, and default project key, then Save and test.

e WooCommerce (new in v1.8.0) — if you run a WooCommerce store. On the WooCommerce tab,
switch the integration on and Save. No credentials are needed — the provider reads your store directly.
The toggle is off by default, so this step is required even though WooCommerce is already active.

* LatePoint — if you use LatePoint for appointments. There is nothing to configure inside Al Gateway, but
LatePoint’s own MCP settings must be enabled first — see the box below.

e Calendly (new in v1.8.0) — if you schedule through Calendly. On the Calendly tab, paste a Personal
Access Token from your Calendly account and Save. Booking and rescheduling hand visitors off to
secure Calendly links; availability and cancellations are handled directly.

* Acuity (new in v1.8.0) — if you schedule through Acuity Scheduling. On the Acuity tab, enter your
Acuity User ID and API Key and Save. Booking, rescheduling, and cancelling all happen directly in the
conversation.

e External MCP — connect an external MCP server (your own, or a third party’s). Optional — covered in
Step 7.



@ Dashboard

A Posts
QJ Media
M Pages
® Comments

Q Al Navigator

Y, Al-Gateway

Settings
Diagnostics

Tools

‘W WooCommerce

B Products

(5] Payments @

'. Al Concierge

Save Changes

WordPress 7.0.2 is available! Please update now.

Al-Gateway Settings

General Security EDD Jira MCP Server External MCP

WooCommerce Integration Enable WooCommerce tools

Exposes 8 WooCommerce tools (product search, order lookup, checkout URLSs) to Al agents. Uses WooCommerce's
internal APl — no credentials required.

Al-Gateway — Settings — WooCommerce tab — integration toggle

Important: Enable LatePoint’s MCP Settings First

Go to LatePoint — Settings — MCP and switch on the following, then click Save Changes:

+ Enable Abilities — registers LatePoint’s booking capabilities with the WordPress Abilities API.
Fresh LatePoint installs default this to off, so the provider silently stays hidden until you enable it.

« Enable Edit Abilities — required for booking, cancelling, and rescheduling appointments (these are
edit operations). Without it, Al clients can only read your LatePoint data.

+ Enable MCP Server — exposes LatePoint’s capabilities for Al-driven scheduling on the site.

Enable Delete Abilities is not needed by Al Gateway’s booking tools — leave it off unless you
specifically want Al clients to be able to permanently delete LatePoint data.

With these saved, the LatePoint provider loads automatically on the next page load — no further action

in Al Gateway.

Troubleshooting tip: if availability lookups later return no slots even though business hours are set,
check that the service has an agent assigned (LatePoint — Services — open the service).

MCP Configure Al client permissions and MCP server settings. View documentation v Save Changes

Enable Abilities

Enable Edit Abilities

Enable Delete Abilities

Enable MCP Server

—
[ &

©

©]

it Appointments
Enable Abilities o
Register LatePoint abilities with the WordPress Abilities APL. When enabled, Al clients can list, read, create, edit, and delete your bookings,
customers, services, agents, and orders. When disabled, no abilities are registered and Al clients cannot perform any actions on your
LatePoint data.

Restrictions
Currency & Price
Phone

Availability Logic

Enable Edit Abilities
When enabled, Al clients can create new bookings, update customers, services, agents, and locations, and change appointment statuses Customers
(approve, cancel, reschedule). When disabled, these abilities are unregistered and Al clients can only read your data.
Setup Pages
cp
Enable Delete Abilities Other.
When enabled, Al clients can permanently delete bookings, customers, services, agents, and locations, and process refunds. Deleted data

cannot be recovered. When disabled, delete abilities are unregistered and Al clients cannot remove any data.

Enable MCP Server

Creates a dedicated LatePoint MCP endpoint that Al clients like Claude can connect to. When disabled, the endpoint is removed and
external Al clients cannot discover or call any LatePoint abilities.

LatePoint — Settings — MCP — abilities and MCP server toggles



4 Verify Tools Are Registered REQUIRED

Go to Al-Gateway — Tools. The manifest lists every registered tool with its tier badge, module, and an
Active/lnactive status — Active means the tool’s provider is configured and the tool is callable. What to
expect per provider:

e e e

EDD 10 (7 Tier-2, 3 Tier-3) Customer, purchase, and license lookups
Jira 5 (4 Tier-2, 1 Tier-3) Ticket search, create, comment, transition
WooCommerce 8 (6 Tier-2, 2 Tier-3) Products, categories, orders, checkout URL
LatePoint 9 (all Tier-2) Compound booking tools

Calendly 6 (all Tier-2) Event types, availability, scheduling links
Acuity 6 (all Tier-2) Appointment types, availability, direct booking
Hybrid 1 (Tier-2) Merged EDD + Jira user profile

Tools from a provider show Active only once that provider is fully configured — the manifest is rebuilt on
every page load. If a configured provider’s tools are missing or Inactive, re-check its prerequisites (for
LatePoint, the MCP settings in Step 3) and reload the page. The Active Tools counts on the System Status
tab should now be non-zero.

@ @A s2w-demosite.instawp.site O 8 Q %K B0 4+ New W LatePoint

04 Medi wc-get-customer-by-email Admin WooCommerce Look up a WooCommerce customer by email Inactive
edia .

d address. Admin only. Returns name, order count,

Il Pages and lifetime spend.

® Comments wc-get-all-orders Admin WooCommerce List store-wide WooCommerce orders, optionally Inactive

filtered by status and date range. Admin only.
Q Al Navigator

s2w-latepoint/get-services-menu User LatePoint Get the full list of available services with Active
u Al-Gateway Scheduling descriptions, pricing, duration, service extras,
and which staff members offer them. Use this to
Settings answer any question about what services are
available.
s2w-latepoint/get-team-members User LatePoint Get profiles of available staff members including Active
Scheduling their specialties and which services they offer.
ANccEomerce s2w-latepoint/find-available-slots User LatePoint Find available appointment times for a service on Active
B Products Scheduling a given date.
[£) Payments @ s2w-latepoint/find-next-available- User LatePoint Find next available booking slots from today Active
slots Scheduling without a specific date.
%@ Al Concierge
s2w-latepoint/book-appointment User LatePoint Book an i 1t. Use find: ilable-slots Active
Analytics Scheduling first to get service_id, agent_id, and
start_time_minutes.
) Marketing
s2w-latepoint/get-my-bookings User LatePoint Get a customer's upcoming or past bookings by Active
Appearance Scheduling email address.
Plugins (5 s2w-latepoint/cancel-my-booking User LatePoint Cancel a customer's booking. Verifies ownership Active
Scheduling before cancelling.
Users
s2w-latepoint/reschedule-booking User LatePoint Reschedule an existing booking to a new date Active
Tools Scheduling and time.
Settings s2w-latepoint/get-booking-details T LatePoint Get full details of a single booking by ID. etive
Scheduling

Al-Gateway — Tools — manifest with tier badges and Active statuses



5 Issue Your First Auth Token REQUIRED

Test the auth endpoint with curl (replace the values):

curl -X POST https://yoursite.com/wp-json/s2w-ai-gateway/vl/auth \
-H "Content-Type: application/json" \
-d '"{"username":"admin", "password":"your-app-password"}"'

Success returns a 200 with JSSON: { "token": "..", "expires in": 86400 }. Tokens are valid for 24
hours by default (change this under Settings — General — Token Lifetime). To extend a token without re-
sending credentials, POST itto /auth/refresh.

Use an Application Password

Create one at Users — Profile — Application Passwords — Add New and use it as the password
here. Never send your actual login password to this endpoint.

6 Test the Tool Manifest REQUIRED

With the token from Step 5, call the manifest endpoint:

curl https://yoursite.com/wp-json/s2w-ai-gateway/vl/mcp/tools \
-H "Authorization: Bearer YOUR TOKEN HERE"

The response is a JSON array of every tool your token’s user can access — Tier-2 always, Tier-3 only for
administrators. Tools the user cannot access are filtered out of the manifest — not merely hidden.

At This Point the Gateway Is Live

Any MCP client can now authenticate with a user’s credentials and call tools within that user’s capability
scope. If Al Concierge runs on the same site, it picks these tools up automatically — see Connecting Al
Concierge below. To also expose external MCP servers through the Gateway, continue to Step 7.

STEP
7 Connect an External MCP Server OPTIONAL

Go to Al-Gateway — Settings — External MCP and click Add New. Fields: Display Name, Server URL
(the MCP server’s endpoint), Auth Type (bearer / basic / none), and Auth Value (stored encrypted). Click
Test Connection to verify the server responds.



On success, every tool the external server exposes becomes addressable through your Gateway as mcp-
proxy/<server-slug>/<tool-name>, and a daily background job keeps the tool list fresh. External tools
are treated as Tier-2 by default; Tier-3 treatment requires an explicit per-server admin flag.

CONNECTING Al CONCIERGE (IF INSTALLED)

If Al Concierge is installed on the same site, zero extra configuration is needed in either plugin — Gateway
tools auto-appear in Concierge’s Agentic Tools discovery the next time the 1-hour ability cache refreshes.
To force immediate availability, go to Al Concierge — Tools and click Refresh abilities. All Tier-2 Gateway
tools appear in the ability list, ready to assign to personas.

Concierge Sees Tier-2 Only — By Design

Concierge’s Agentic Tools feature is for visitor-facing personas. Tier-3 admin tools (bulk customer
search, revenue aggregation, all-orders lookups) are excluded from Concierge discovery automatically
— they should never be reachable through an on-site chat widget.

CONNECTING AN EXTERNAL MCP CLIENT

New in v1.8.0: Al Gateway exposes a standard MCP server endpoint (JSON-RPC 2.0, Streamable HTTP
transport), so Claude Code, Claude Desktop, Gemini, and any MCP-compatible client connect natively — no
custom integration code:

POST https://yoursite.com/wp-json/s2w-ai-gateway/vl/mcp-server

Every request carries authorization: Bearer <token> using a token from Step 5. The client then uses
the standard MCP methods — initialize, tools/list, tools/call. An admin token sees the full tool
set; a subscriber token sees Tier-2 tools scoped to that user’s own data.

Copy-paste configuration snippets for Claude Code, Claude Desktop, and Gemini are in docs/mcp-client-
setup.md in the plugin package, and in the Administrator Guide.

Two Endpoints — Which One Is Which

/mcp-server is the standard MCP endpoint — point external MCP clients here. The custom /mcp and
/mcp/tools endpoints remain for Al Concierge and direct REST integrations.

WHAT TO CHECK AFTER GOING LIVE

* System Status is green — Al-Gateway — Diagnostics — System Status: HTTPS Active, Gateway
Enabled, and Active Tools counts matching your configured providers.

* Auth round-trip — issue a token via /auth, call /mcp/tools with it, confirm the manifest responds.

* Areal tool call — invoke a Tier-2 tool (for example wc-get-my-orders or a Jira ticket search) with a
non-admin token. Confirm the response contains only that user's own data.



Rate limiting — intentionally fail /auth six times in 15 minutes from one IP. Confirm the sixth attempt
returns 429 (defaults: 5 attempts per 15-minute window; adjustable on the Security tab).
HTTPS enforcement — attempt /auth over plain HTTP on production. Confirm a 403 is returned.

WHAT’S NEXT?

This guide covers everything needed to go live. For deeper configuration and advanced use:

Al Gateway Administrator Guide — every setting, provider, security option, and maintenance task.
MCP client setup guide — step-by-step Claude Code, Claude Desktop, and Gemini configuration
(docs/mcp-client-setup.md).

Using Al Concierge? — install a template persona (LatePoint, Jira, or EDD) and watch it auto-
discover Gateway tools. See the Al Concierge Quick Start Guide.
Plugin developer? — register your own provider via the s2w_aig_register_modules action. See the

Administrator Guide.

Questions? Visit speak2web.com or see the full S2W Al Gateway Administrator Guide.

WHAT’S NEW IN THIS VERSION

WooCommerce provider — 8 store tools: product search and details, categories, checkout URL, and
order lookups, plus admin-only customer and all-orders search. Opt-in toggle under Settings —
WooCommerce.

Calendly and Acuity Scheduling providers — 6 tools each for the two hosted scheduling platforms:
event/appointment types, availability, bookings, rescheduling, and cancellation. Calendly hands visitors
off to secure scheduling links; Acuity books directly in the conversation.

Standard MCP server endpoint — /mcp-server speaks MCP JSON-RPC 2.0 over Streamable HTTP,
so Claude Code, Claude Desktop, and Gemini connect natively with a Bearer token.

Anonymous LatePoint booking — Vvisitors no longer need a WordPress login for Al Concierge’s
booking persona to check availability and book appointments through the Gateway.

MCP-safe tool names — tool names on the /mcp-server endpoint are normalized to the character set
the MCP spec requires, so clients such as Claude Desktop accept every tool without errors.



